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Information security management system GAP analysis and assessment

1.

Brief information on the project

Project: "Eastern Partnership Regional Fund for Public Administration Reform™ Sub-project:
"Combating tax evasion through piloting the automatic exchange of information (AEOI)
in Georgia"

PN: 2015.2192.1-007 (thereafter referred as GIZ project)

This sub-project, within the scope of German Cooperation, is implemented GIZ "Eastern
Partnership Regional Fund for Public Administration Reform™
(https:/iwww.giz.de/en/worldwide/57219.html) with a special role over the contents of the
project by the Federal Ministry of Finance (Germany) BMF and Federal Central Tax Office
(BZSt).

The project was launched in November 2017 and its duration is until 09/2020. BMF and GRS
are actively involved in planning of the specific activities which will lead to the main objective
of this project - having implemented AEOI/CRS! in Georgia and exchanging actual data with

other countries.

Main partner from Georgian side is Georgia Revenue Service (GRS). Other important
stakeholders are OECD Global Forum, Ministry of Finance of Georgia and National Bank of

Georgia.

2. Context

A new OECD Global Forum standard on Automatic Exchange of Information (AEOI or CRS)
aimed at reducing the possibilities for tax evasions. It encompasses the process of
exchanging financial data, for tax purposes, between the jurisdictions on systematic and

uniform/standardised basis.

Confidentiality, data safeguards and proper use of the information is a critical pre-condition
for the AEOI implementation. Therefore, at GRS, as a potential administrator/competent

authority receiving and sending the data should fully meet OECD Global Forum standards on

1 CRS - Common Reporting Standard. OECD Global Forum Standard on Automatic Exchange of Information
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data safeguards and confidentiality. GRS has to implement information security management

system entity-wide, in order to comply with the standards.

At the moment GRS applies a significant number of security controls in order to mitigate the
threat of taxpayer data being misused. These controls are applied across all of the main
security control ‘domains’ that are most relevant for a tax administration. However, at the
same time there are some specific areas of weakness that need to be addressed. As a first
step, before actual exchange of the data takes place Georgia, has to develop and follow an
action plan on ensuring confidentiality and data protection. Among other important milestones
of the abovementioned action plan, GRS has started working on information security
framework and an information security policy, that is being the very first strategic IT security
document to be prepared and approved shortly. As a next step, GRS, with full support from
its top management, is going to implement information security management system as per
ISO 27001 standard. Important part of this process is preparation and conducting stage IT

security audit stage 1.

The focus of this ToR is work description and requirements for the contractor to perform
stage l/initial audit as per ISO 27001.

GIZ shall hire the contractor (consultant) from 20/10/19 until 20/09/20
The contractor (consultant) shall provide the following work:

4.1 The contractor is expected to conduct ‘Stage 1 Audit’ as per ISO 27001 standard.

4.2 The contractor shall review existing scope, information systems and provide a report
listing all actions and documents required to meet the letter and spirit of the ISO
27001 standard.

4.3 The contractor shall actively assist organization in implementing information security
management system (ISMS) in accordance with ISO 27001 and industry best
practices.

4.4 The contractor shall assist company staff in carrying out an information security risk
assessment for major assets and/or business processes.

4.5 The contractor shall review existing controls and help to map controls as per Annex A
of ISO 27001

4.6 The contractor shall actively participate in all related activities that will prepare the
company for the Stage 2 of the ISO 27001 audit and certification. During this stage
the contractor shall review the effectiveness of organization’s information security
management system and validate if it meets all requirements of ISO 27001 standard,

consequently recommending the company for the certification.
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4.7 Working languages should be Georgian and English, final report should be prepared
in English.
5. Deliverables and records
5.1 Scope of the ISMS (clause 4.3)
5.2 Information security policy and objectives (clauses 5.2 and 6.2)

5.3 Risk assessment and risk treatment methodology (clause 6.1.2)

5.4 Statement of Applicability (clause 6.1.3 d)

5.5 Risk treatment plan (clauses 6.1.3 e and 6.2)

5.6 Risk assessment report (clause 8.2)

5.7 Definition of security roles and responsibilities (clauses A.7.1.2 and A.13.2.4)
5.8 Inventory of assets (clause A.8.1.1)

5.9 Acceptable use of assets (clause A.8.1.3)

5.10 Access control policy (clause A.9.1.1)

5.11 Operating procedures for IT management (clause A.12.1.1)

5.12 Secure system engineering principles (clause A.14.2.5)

5.13 Supplier security policy (clause A.15.1.1)

5.14 Incident management procedure (clause A.16.1.5)

5.15 Business continuity procedures (clause A.17.1.2)

5.16 Statutory, regulatory, and contractual requirements (clause A.18.1.1)

Records/logs to be created during the assignment:
5.17 Statutory, regulatory, and contractual requirements (clause A.18.1.1)
5.18 Records of training, skills, experience and qualifications (clause 7.2)
5.19 Monitoring and measurement results (clause 9.1)
5.20 Internal audit program (clause 9.2)
5.21 Results of internal audits (clause 9.2)
5.22 Results of the management review (clause 9.3)
5.23 Results of corrective actions (clause 10.1)
5.24 Logs of user activities, exceptions, and security events (clauses A.12.4.1 and
A.12.4.3)
6. Required experience of the contractor:
The contractor (consultant) shall have:
6.1 Demonstrated experience in information security management system (ISMS)
implementation.
6.2 Deep knowledge about ISO 27001, information security and industry best practices.
6.3 Experience as a consultant implementing ISO 27001 standard is a must.
6.4 Experience in participating in a minimum four-five ISO 27001 implementation projects
at a state or private organization.
6.5 Relevant certification in the field (CISA, CISM, ISO 27001 Lead Auditor, ISO 27001

Lead Implementer, etc).
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Planning Implementation of Controls (Annex A of ISO
e Scoping 27001)
e Context development e Controls implementation plan
e Policy document development development
e Asset Inventory e Appropriate policy and procedures
e Risk assessment development
e Risk treatment plan development
Internal Audit Pre-Audit/Certification Audit
¢ Internal Audit Plan and procedure e Support and consultancy in Audit
development planning
e Internal Audit e Improvement Plan development
e Improvement plan development
e Management review
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